MAMSATKA
JIJ1S1 OBYUYAIOILIIUXCSI OF MH®OPMALIMOHHO BE3OITACHOCTH AETEMN
HEJIB3S

1. Bcem moapsa coo01IaTh CBOIO YaCTHYIO HHGopManuio (HacTosimue ums, pamuiuio, TeaedoH, agpec,
HOMep LIKOJIbI,

a Takike goTorpadum cBom, CBoeil ceMbHU U Apy3eil);

2. OTKpHIBATH BJ0KeHHBbIE (aiiyIbl 3JIEKTPOHHOI MOYTHI, KOI/1a He 3HAaelllb OTIPABHUTEJIS;

3. I'pyouTs, npuaupaThesi, OKa3bIBATH AaBJIeHUE - BECTH ce0sl HeBE:KJIHBO H ArPeCCHBHO;

4. He pacnopsikaiicsi 1IeHbraMu TBoeil ceMbH 0e3 pa3pelieHHs] CTAPIIUX - BCera CIpalIuBaii poauTeneii;

5. He BcTpeuaiicst ¢ UHTepHET-3HAKOMBIMH B pPeaJIbHOM KU3HU - MIOCOBETYICSA €O B3POCJIBIM, KOTOPOMY
AoBepsiellb.

OCTOPO)KHO

1. He Bce mumyT npaeay. Yntaems o ceGe Henpapay B MHTepHeTe - c0061IM 00 3TOM CBOMM POIUTEISAM HJIH
ONeKYHaM;

2. Ipurnamalor nepenucbiBaTbCcsl, MTPaTh, 00MEHNBATHCA - IPOBEPb, HET JIM MOABOXA;
3. He3akoHnHoe konupoBanue ¢aiijioB B UHTepHeTe - BOPOBCTBO;
4. Becerna paccka3biBaii B3poc/ibIM 0 IP00JieMax B CeTH - OHU Beera noMoryT;

5. Ucnoab3yii HACTPOHKHU 0€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPSITH CBOU AKKAYHTHI B COLICETSAX U
APYTUX mopTajnax.

MOXHO

1. YBa:kaii Apyrux noJib3oBareJiei;

2. Moab3yembess MHTEPHET-UCTOYHUKOM - /IeJIail CCHIJIKY HA HEro;

3. OTKpbIBaii TOIBKO Te CCHIJIKHU, B KOTOPBHIX YBEPEH;

4. O6maTbcA 32 NOMOLIBLIO B3POCJbIM - POAUTEIH, ONIEKYHbI H aAMUHUCTPALMSA CAWTOB BCerja noMoryT;

5. IIpoiinu o0yuenne Ha caiiTe "CeTeBHYOK' M MOJyYH macnopT Hu¢poBoro rpakaannHal
Y Yy

HHOOPMAITUOHHAA NAMATKA JTVIA OB YYAROILITUXCA

C KaKIbIM I'oJI0M MOJIOJAEKH B HHTEPHETE CTAHOBUTLCH 60.]'Ibllle, A IIKOJIBHUKU OJHH U3 CAMBbIX aKTUBHbIX
noJb3oBaTeJeit PyHeTa. Memny TE€M, IOMHUMO OIrPOMHOI0 KOJIUIECTBA BO3MOM€HOCTeﬁ, HHTEPHET HECET U
l'lpOﬁ.]'leMbl. ITa naMATKA JI0J3KHA TOMOYb Te0e 0€30MaCHO HAX0AUTHCHA B CETH.

Komnovromepnuie supycot



KoMnboTepHbIii BUPYC - 3T0 Pa3HOBHIHOCTb KOMIIBIOTEPHBIX IPOIrPaMM, OTJIHYUTEIbHOI 0CO0CHHOCTHIO
KOTOPOIi sIBJIsIeTcsl CMOCOOHOCTH K Pa3MHOKeHUI0. B 1ono/IHeHHe K 3TOMY, BUPYChI MOTYT NOBPeIUTh WU
MOJTHOCTbI0 YHHYTOKUTH Bee (haiiJibl U TaHHBIE, IOJKOHTPOJIbHBIE M01b30BaTE/I0, 0T HMEHH KOTOPOro 0blia
3amnylleHa 3apaseHHas POrpamMMa, a Tak:ke NOBPeIUTh WJIH Jaske YHHYTOKUTH ONePALHOHHYIO CHCTeMY €O
BceMH (paiisiamMu B 1eJioM. B 00JIbIIMHCTBE CiIydyaeB PACIPOCTPAHAIOTCS BUPYCHI Yepe3 HHTEpHeT.

Memoowt 3auiumsl om 8pedOHOCHBIX RPOZPAMM:

1. Ucnonb3yii coBpeMeHHBIE ONePAIlMOHHbIE CHCTEMBbI, HMEOIHe CePbe3HbIil YPOBEHb 3alIUTHI OT
BPe/IOHOCHBIX NPOrpaMm;

2. [TocTosiHHO ycTaHABAMBAH MayTH (HU(POBbIE 3aIIATKH, KOTOPble ABTOMATHYECKH YCTAHABJINBAIOTCS €
1eJIbI0 10Pa0OTKHU NPOrpaMMbl) U Ipyrue 00HOBJIEeHHs CBOell onepannoHHOM cucTeMbl. CkaunBaii UX TOJBKO
¢ opunuanbHoro caiita pazpadorunka OC. Ecim cymecTByeT pe:kuM aBTOMATHYECKOr0 0OHOBJIEHUS,
BKJIIOYH €r0;

3. PaOoraii Ha cBoeM KOMIIBIOTEPE 101 MpaBaMM MMOJIL30BaTEIl, 4 HE A/IMUHUCTPATOpPA. 9T0 He MO3BOJIUT
60J'II>IIII/IHCTBy BPECAOHOCHBIX ITPOrpaMM HHCTAJVIMPOBATBHCH HA TBOEM IEPCOHAIBHOM KOMIILIOTEPE;

4. Ucnosb3yii aHTUBUPYCHbIE IPOrPAaMMHbIe IPOAYKTHI H3BECTHBIX IPOM3BOANTEIeH, C AaBTOMATHYECKHM
00HOBJIECHHEM 0a3;

5. Orpanuyb GuU3NYeCKU JOCTYNl K KOMIIBIOTEPY A NOCTOPOHHUX JIMLL;

6. Mcnioib3yii BHelIHUE HOCHTe U HHGOpManuu, Takue Kak (uielka, TMcK WM ¢aiiyl U3 HHTepHeTa, TOJbKO
M3 NIPOBEPCHHBIX HCTOYHHKOB;

7. He oTKpbIBail KOMIIBIOTEPHBbIE (PailiIbl, OJYy4YeHHbIE U3 HEHA/IEKHBIX HCTOYHUKOB. [laxe Te paiibl,
KOTOpbIe NPHUCJIAJ TBOM 3HAKOMBIH. Jlyyllle yToUHM y Hero, OTHpaBJIsiJI JIM OH Tebe uX.

Cemu WI-FI

Wi-Fi - 310 He BU/ nepenayn JaHHBIX, He TEXHOJIOTHsI, a BCero Juilb 0pen, mapka. Eme B 1991 roay
HHJEPJIaHIcKas KOMIaHusA 3aperucTpupoBasia opena "WECA", uro 0o603Hayaj0 ciioBocoueranue ""Wireless
Fidelity'", koTopslii nepeBoauTCs Kak ''0ecpoBOIHAA TOYHOCThL'" .

o Hallero BpeMeHu Aouwia aApyrasi ab0peBuarypa, KOTopasi siBJisieTcsl TAKOii ke TeXHoJ10rueii. to
a0opeBuatypa "Wi-Fi'". Takoe Ha3BaHue ObLIO IAHO ¢ HAMEKOM Ha CTAHAAPT BbICHIEl 3BYKOBOI TEXHUKH
Hi-Fi, uto B nepeBoje o3HauaeT ""BbICOKASI TOYHOCTD'.

Ja, OecniIaTHBII HHTEPHET-I0CTYN B Kade, 0TeJIsAX U A3PONOPTAX SABJISIETCH OTJIMYHONH BO3MOKHOCTHIO
BbIX0/1a B MHTepHeT. Ho MHOIHe 3KCIIepTHI CYUTAIOT, YTO o01menoctynubie Wi-Fi ceTn He siBasiioTcst
0e3omacHbIMU.

CoBerbl 110 6€30MaCHOCTH PaGoThI B 001IeT0CTYNHBIX ceTax Wi-fi:

1. He nepenaBaii cBo10 JJM4YHYI0 HH(popmaiuio yepe3 odomenocrynubie Wi-Fi ceru. Padoras B Hux,
JKeJIaTeIbHO He BBOAUTH NMAPOJIU A0CTYIA, JOTHHBI U KAaKHe-TO HOMepa;

2. Mcnioab3yii 1 00HOB/IA aHTUBUPYCHBIE IPOrpaMMbl U OpaHaMayep. TeM caMbIM ThI 00e30nacuIlb cedsl OT
3aKaYKM BHPYCa HA TBOE YCTPOICTBO;

3. Ipu ucnons3oBanuu Wi-Fi orkiaroun ¢pynkuuro "O6mmuii rocryn k daiinam u npuatepam". lannas
(yHKIUSA 3aKPBITA 10 YMOJTYAHHMIO, OTHAKO HEKOTOPHIE M0/1b30BaTe Il AKTUBUPYIOT ee 1715 Y100cTBa
HCMOJIb30BaAHMS B padoTe iU yueode;

4. He ucnoan3yii myonnunsiii WI-FI nis nepeaaun JUYHBIX JAHHBIX, HAIIPUMeP /ISl BBIX0/Ia B COLUAIBHbIE
CeTH WM B 3JIEKTPOHHYIO IIOUTY;



5. Ucnoab3yii To4bKO 3amumieHHoe coequHenue yepes HTTPS, a ne HTTP, T.e. npu HaGope Be6-agpeca
BBOIU UMeHHO ""https://";

6. B MoOubHOM Testedone oTkiaroun pynknuio "Ioakimodenue k Wi-Fi aBromatuueckn''. He nonyckaii
ABTOMATHYECKOI0 IOAKII0YeHUs ycTpolicTBa K ceTsiM Wi-Fi 0e3 TBoero cornacus.

COl(uaJleble cemu

COl.ll/la.]'Ibele CEeTH AKTHBHO BXOJAT B HalUly KU3Hb, MHOI'HE JIIOAN paﬁOTalOT H )KMBYT TaM INOCTOSIHHO, 4 B
Facebook Yike 3aperucTpupoBaH MULIHAPA Y€J10BEK, YTO ABJIACTCHA 0[[]-[0]71 ceabMOM Bcex JKUTeJIeH IIAHeThI.
MHorue mojib30BaTejiu He MNOHUMAKOT, YTO I/[H(l)OpMaIIl/Iﬂ, pasMelieHHasi UYMU B COMHAJIBHBIX CE€TAX, MOKET
ObITh Haﬁaena U UCII0JIB30BaHA K€M YIrOoJAHO, B TOM YHUCJI€ HE 00513aTeJIbHO ¢ 0JIarHMH HaAMCPCHUSAMH.

OcHOBHBbIE COBETHI 110 0€30ACHOCTH B COLMATBHBIX CETHAX:
1. Orpannusb cnucok Apy3eid. Y Te0s1 B APY3bsX He JOJIKHO ObITH CJIy4aiiHbIX M HE3HAKOMBIX JII0/1eii;

2. 3ammmaii cBoI0 YacTHYI0 :kM3Hb. He yka3biBaii napoJiu, TejaedoHbl, agpeca, 1aTy TBOEro po:KIeHUs U
APYryIo Tu4Hy10 HHGpopManuio. 310yMbIIIJIeHHUKH MOTYT HCIOJIb30BATh Jaske HH(GOPMAIHIO 0 TOM, KaK ThI
U TBOU POAMTENH IUVIAHUPYeTe MPOBeCTH KAHUKYJIbI;

3. 3ammiaii CBOIO penyTanuIo - Iep;KU ee B YHCTOTe U 3aJaBaii cede BOpoc: XoTea ObI Thl, YTOOBI Apyrue
NMOJIb30BaTeIH BUACJH, YTO Thl 3arpy:xaems? Ilogymaii, npe:xae yeM 4To-TO 0Ny0JMKOBAThH, HATUCATD M
3arpy3MTh;

4. Ecau TBI ropopuiib € JIIOAbMHU, KOTOPbLIX HE 3HACIIb, HE HC]’[OJ’[L3yﬁ CBO€ peajibHOC UMS U APYTYIO JIMYHYIO
I/IH(l)OpMa]_[l/Il/I: HMH, MECTO KUTECJIBCTBA, MECTO y‘leﬁbl U Ipouee;

5. U30eraii pasmewmenusi pororpaduii B UnrepHere, rae Tol H300paxkeH HA MECTHOCTH, 110 KOTOPO MOKHO
OIpeeJIUTh TBOE MECTOIOJIOKCHHE;

6. [Ipu perucTpauyu B COUMAJBHON ceTH HEOOXOAMMO HCIIO0JIb30BAThH CJI0KHbIE APOJIH, COCTOsIIIUE U3 OYKB
U IMQP U ¢ KOJUYECTBOM 3HAKOB He MeHee §;

7. Last couanbHOM ceTH, OYTHI M APYTUX CAaliTOB He00X0AMMO HCI0Jb30BaTh pasHble napoJu. Torga ecin
Te0s B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH MOJIYYaT A0CTYH TOJbKO K O/THOMY MECTY, a He BO BCe cpasy.

Dnexkmponnwile Oenveu

3.11e1ch0Hm)le JAC€HBbI'N - 3TO OYE€Hb yHOﬁHblﬁ crnocoo nﬂaTemeﬁ, OJHAKO CYIIECTBYIOT MOILICHHUKH, KOTOPbIE
XOTHAT MOJYYHUTH 3TH ACHbI'H.

3.]'Ie]€Tp0]-[H])Ie ACHbI'M MOSIBUWJINCH COBCEM HECAABHO U UMEHHO M3-32 3TOI'0 BO MHOT'MX rocyiapcraax 10 CUx
Mmop He MPONMCAHO PO HUX B 3aKOHAaX.

B Poccun ke onn GyHKIHMOHUPYIOT M 0 HHX YKe MPOMHCAHO B 3aK0He, I/le HX Pa3/ieJsii0T HA HeCKOJIbKO
BH/IOB - aHOHMMHBbIE U He AHOHMMHBbIe. Pa3HNIIa B TOM, 4YTO AHOHMMHBIE - 3TO Te, B KOTOPBIX pa3peniaercs
NMPOBOANTH onepanuu 0e3 IeHTH(PUKALMHU 01b30BaTeNs1, 2 B HEAHOHUMHBIX HIEHTH(PUKALUSA
N0JIb30BaTe s SIBJIsIeTCs 0053aTe/IbLHOI.

Takoxke ciiefyeT pa3auyaTh JIEKTPOHHbIE (pHATHBIE JeHbIH (PABHBI TOCYAAPCTBEHHBIM BAJIOTaM) H
3JIeKTPOHHbBIE He()MATHBIE JeHbI'M (He PaBHBI FOCYAapPCTBEHHBIM BaJIIOTaM).

OcHoOBHBIE COBETHI 110 H€30MACHOI padoTe ¢ 31eKTPOHHBLIMHU AeHbIAMH:

1. lIpuBstKN K c4eTy MOOHJIbHBIN TeaedoH. DTO caMblii yI00HBIH 1 OBICTPBIH C1OCO0 BOCCTAHOBHUTH AOCTYII
K cdery. [IpuBsisannblii Teqedon momMmoxer, ecau 3a0yaelb CBOH NJIATeKHBINH NMAPOJIb WM 3alielIb HA CANT
¢ HE3HAKOMOTI'0 YCTPOIiCTBa;



2. Ucnoab3yii onnopa3oBbie napoJu. Ilociie nepexona Ha yCHIIEHHYI0 aBTOPU3aLMIO Tebe y:Kke He OyaeT
YrposKaTh ONMACHOCTH KPasKU WJIM MepexBaTa MJIaTeKHOro MapoJis;

3. BeiGepu ci10:xHb1I napoJib. IIpecTynHukaM Oy/ieT He IPOCTO YyraAaTh CJI0XKHbIA napoas. Hanexnbie
MAPOJIM - 3TO NAPOJIH, KOTOPbIe COAePKAT He MeHee 8 3HAKOB M BKJIIOYAIOT B ce0s1 CTPOYHbIE M NIPONMCHBIEC
OyKBbBI, UM(PBI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK 10/u1apa, GyHTA, BOCKJINLIATEIbHbIN 3HAK H T.II.
Hanpumep, $tROng!;;

4. He BBOJHM CBOHM JIMYHBIC JaHHbBIC HA CaﬁTaX, KOTOPBIM HE 10BEpHCIIb.
3JleKmp0HHll}l nouma

JJIeKTPOHHAS MO0YTA - 3TO TEXHOJIOTUsl M NMpeJ0cTaBAsieMble €10 YCJIYTH 110 NepechliKe H MoTyYeHHI0
3JIEKTPOHHBIX CO001IeHHI1, KOTOpPbIE PACHPEIeJIAIOTCH B KOMIIbIOTEPHOH ceTH. OOBIYHO 3/1eKTPOHHBIH
NMOYTOBBIH AIMK BBITVIAIUT CJCAYIOIHMM 00pa3oM: HMs_N0JIb30BaTedss@uMs_oMeHa. Takxke kpome
nepefavu NPOCTOro TEKCTa, HMeeTcsl BO3MOXKHOCTh NepeiaBaTh (paibl.

OcHoBHbIE COBeTHI 110 0e30NacHOoii padoTe ¢ JIEKTPOHHOH OYTOH:

1. Hago BBIOpaTh NpaBUJIbLHBII MOYTOBBIN cepBrc. B MHTepHeTe ecTh OrPOMHBII BBIOOP OecIIaTHBIX
MOYTOBBIX CEPBUCOB, OTHAKO JIyYllle 10BepsITh TeM, KOTr0 3Haelllb U KTO NepBblii B peliTHHTe;

2. He yka3biBaii B TH4YHOM noyre JN4YHYI0 HHpopmanuio. Hanpumep, nyyie BoIOpaTh
"My3bikaJabHbIH_(anat@' win "pok2013" Bmecro "Temal3';

3. UcnoJb3yii ABYXITANTHYIO ABTOPU3AIUK. ITO KOT1a IOMHMO NAPOJisi HYy:KHO BBOJHTH KOJI, IPHCHLIaeMBbIi
no SMS;

4. Bri0epu cJI0KHBIH NAPO0Jb. /ISl Ka’kI0ro NOYTOBOI0 ALUIMKA J0JIKeH ObITh CBOIl HAa/lesKHbIH, yCTOHYMBbII
K B3JI0MY N1apoJib;

5. Eciu ecTh BO3MOKHOCTh HANIMCATH CAMOMY CBOil JIMYHBIA BONPOC, UCIOJIL3YH 3TY BO3MOKHOCTD;

6. Ucnonib3yii HECKOJIBKO MOYTOBBIX SINKOB. IlepBblii A/151 4aCTHOM NepPenucKyU ¢ agpecaTaMu, KOTOPbIM Thl
AoBepsielib. JTO 3J1eKTPOHHBIN agpec He HA/I0 UCIO0JIBL30BAThH IPH PerucTpanuu Ha opymax u cairax;

7. He oTkpbiBail (hailsibl ¥ Apyrue BJIOKEHHUS B MMUCbMaXx, 1asKe ecJIi OHM NPHLLIH OT TBOUX Apy3ei. Jlydie
YTOUYHH y HUX, OTIIPABJISIIM JIU OHM Tebe 3TH (ailJibl;

8. [ocsie okoHYAHMS Pa0OTHI HA MOYTOBOM CePBHCE Nepe/l 3aKPhITHEM BKJIAIKHU € CAHTOM He 3a0y/Ab HAXKATh
Ha "BuidTn''.

Kubepoynnunz unu eupmyanbhoe u3zoe6amesnscmeo

Ku0epOyJuiuHr - npecjieioBaHue co001IeHUAMM, COAEPKALIMMH 0CKOPO/IeHUSs, AaTrPECCHI0, 3aNlyTHBAHHE;
XYJUTaHCTBO; COLMAIbHOE 00HIKOTHPOBAHME ¢ TOMOLIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE cOBeThI 10 60pb0e ¢ KNOepPOYIJIHHIOM:

1. He Opocaiicst B 60ii. JIyuuii cnoco0: mocoBeToBaThesi Kak cedsi BECTH U, €CJIU HET TOr0, K KOMY MOKHO
00paTuTHLCS, TO BHAaYaJle YCHOKOUThCS. Ecji Thl HaYHellb 0TBeYATh OCKOPOJIEHHSIMH HA 0CKOPOJIeHUs, TO
TOJILKO ere 00/1b1Ie Pa30KiKellb KOH(IUKT;

2. Ynpasasii cBoeii kuéeppenyranueii;
3. AHOHUMHOCTB B ceTH MHUMasi. CylecTBYIOT CI0COOBI BBISICHUTh, KTO CTOMT 32 aHOHMMHBIM AKKAaYHTOM;

4. He cTonT BecTH XyJIUranckuii o0pa3s BUpPTyaabHoi ku3HU. UHTepHeT GpUKCHpyeT Bee TBOM AeiiCTBUSA H
coxpaHsieT UX. YAAJIUTh UX OyJeT KpaliHe 3aTPyIHUTEIbHO;



5. Co0nr0aii €BOX0 BUPTYAIBHYIO YeCTh CMOJIOAY

6. UrHopupyii etTMHNYHbIN HeraTue. OqHOPa30BbIe 0CKOPOUTEIbHBIE COOOICHHUS JTyYllle HTHOPUPOBATH.
OO0bIYHO arpeccust MIPeKPaNIaeTCsl HA HAYAJIBHON CTA MM,

7. ban arpeccopa. B nporpammax o0MeHa MIHOBEHHBbIMH COOOLLEHUSIMHU, B COUMAJIBHBIX CeTAX eCTh
BO3MOKHOCTh 0JIOKHPOBKH OTIIPABKH COOOIIEHUI ¢ ONpeesIeHHBIX a/IpecoB;

8. Eciiu TBI cBHAETEb KUOepOyiInHra. TBOM AeiicTBUSA: BHICTYNUTH NPOTUB MpeciegoBaTes, IOKa3aTh
€My, YTO ero JeicTBHS OL¢eHUBAIOTCH HEraTUBHO, MOAEPHKATH JKePTBY, KOTOPO# HY’KHA ICHX0JI0THYeCKas
MOMOUIb, COOOIIHUTEH B3POCIBIM 0 (paKTe arpecCHBHOIO MOBE/ICHHUS B CETH.

Moounvuoviit menegon

CoBpemMenHble cMapTGOHBI M MIAHIIETHI COJIEP:KAT B cede BIOJIHE B3POCIblil PYHKIUOHAJ, U Tenepb OHU
MOIYT KOHKYPHPOBATH €O CTAIIMOHAPHBIMH KOMIIbIOTepaMu. OIHAKO, CPEACTB 3aIUTHI A5 MOT00HbBIX
YCTPOiicTB MoKa 04eHb MaJio. TecTHpOBaHUE H MOMCK YA3BUMOCTeH B HUX MPOMCXOAUT HEe TAK HHTEHCHBHO,
kak 1 IIK, To xe camoe kacaeTcss 1 MOOMJIbHBIX NPUJIOKEHHI.

CoBpeMeHHBIe MOOMIIBHBIE Opay3ephl y:Ke NPAKTHYECKH JOTHAJIM HACTOJIbHbIE AaHAJIOTH, OJHAKO
pacuiupeHue GyHKIMOHAJIA BJieyeT 32 c000H 00JIbIIYI0 CJI0KHOCTD M MEHBIIYIO 3AIIUIIEHHOCTb.

Jlajiexo He Bce MPOM3BOAUTE/H BhIIYCKAIOT 00HOBJICHNS, 3aKPbIBAIOIME KPUTHYECKHE YA3BUMOCTH /LI
CBOMX YCTPOMCTB.

OcCHOBHBIE COBETHI JIJIsl 0€30NMACHOCTH MOOHJIBLHOTO TeJ'le(l)OHa:

Huuero He siBisiercs: mo-HacrosimeMmy decniaTHeIM. Byab ocToposkeH, Beab Koraa rebe npeiiaralot
0ecnJIaTHBII KOHTEHT, B HEM MOTYT ObITh CKPBIThI KaKHe-TO MJIATHbIE YCJIYIH;

dymaii, npesxnae yem otnpaButb SMS, ¢oto uin Bugeo. Tbl TOUHO 3HACLIb, I/Ie OHU OYAYT B KOHEYHOM
urore?

Heo0xonnMo 00HOB/ISITH ONIEPALIMOHHYIO CHCTEMY TBOEro cMapTgoHa;
HcnoJib3yii aHTUBHPYCHBIE IPOTPAMMBI VIS MOOMJIBHBIX Te1e()OHOB;

He 3arpy:kaii NpujioKeHHsI 0T HEM3BECTHOT0 HCTOYHHKA, BElb OHM MOTYT CO/IEPKATH BPEIOHOCHOE
NMporpaMMHoe ofecneveHne;

IlocJie TOro Kak ThI BhliiIeIb ¢ caiiTa, e BBOAWI JHUHYI0 MH(pOpMaLuIo, 3aiiiu B HacTpoiiku Opay3epa u
yaaau cookies;

Ilepuoanyeckn npoBepsii, KaKue IVIATHbIE YCJIYTH AKTHUBUPOBAHBI HA TBOEM HOMepe;

JaBaii cBoii HOMep MOOMJIBHOTO TeJie)OHA TOJBKO JIIOASIM, KOTOPBIX Thl 3HACLIb U KOMY /I0Bepsiellib;
Bluetooth noJiskeH ObITH BHIK/JIIOYEH, KOT/Ia ThI UM He nojab3yenibes. He 3a0b1Baii HHOTIa MPOBEPATH 3TO.
Online uzput

COBpeMeHHLIe OHﬂaﬁH-HFpLI - 3TO KPaCOYHbIC, 3AXBATHIBAKOIINE PAa3BJICYCHUSA, Oﬁ'beIlI/IHﬁlOIlII/le COTHH
ThHICAY Y€JI0BEK 10 BCEMY MHUPY. HFpOKl/l HCCIEAYOT JAHHBIIA UM MHUp, Oﬁmal()TCﬂ APYr € Apyrom,
BBINOJHAIOT 3aJJaHUA, CPAKAIOTCA C MOHCTPAMMU U MOJYYAIOT ONbIT. 3a YA0BOJIbLCTBUEC OHU IJIATHT:
MOKYNaKT JUCK, OIJIAYMBAIOT 200HEeMEHT WJIH npuoﬁpeTamT KaKHue-TO ONniuu.

Bce 3T cpeacTBa HAYT HAa MOAePKAHNE M PA3BUTHE HIPBI, 4 TAKXKe HA caMy 0€30I1aCHOCTb:
COBEPLIEHCTBYIOTCS] CHCTEMbI ABTOPH3AIHU, BBIMYCKAIOTCA HOBbIe NaT4yu (HuGpoBbIe 3aNJaTKH A5
NMPOrpaMm), 3aKpbIBAIOTCS YI3BUMOCTH CepPBEPOB.



B noxo0HbIX HI'Pax CTOUT ONMACATHCH HE CTOJBKO CBOUX COIMEPHUKOB, CKOJIBKO KPAaK! TBOEIro mapoJisi, Ha
KOTOPOM OCHOBaHa CHCTEeMA aBTOpHU3allUN 00JIbIIMHCTBA urp.

OCHOBHBIE COBETHI 10 0€30MACHOCTH TBOET0 HIPOBOI0 aKKayHTa:

1. Ecam apyroii urpok Bejer ce0si IJI0X0 WJIHM €031aeT Te0e HeNPUATHOCTH, 320JI0KMPYil ero B CIIMCKe
HUIPOKOB;

2. IToskanyiicsi aAMHHUCTPATOPaM UTPBI HA IJI0X0€ NMOBEIeHHE 3TOr0 HIrPOKa, JKeJ1aTe/]bHO NPUJI0KUTH
KAaKHe-TO J0KA3aTeIbCTBAa B BU/e CKPHHOB;

3. He yka3piBaii JIMUHYI0 MH(popManuio B npodaiijie Urpbl;
4. YBaxaii Ipyrux y4acTHUKOB 110 UI'pe;

5. He ycranaBauBaii HeopuuuaabHble NATYH U MOJbI;

6. Ucnoab3yii c/10KHbIE M pa3Hble NAPOJIN;

7. 1a:ke BO BpeMsl UIPbI He CTOUT OTKJII0YATh aHTUBHPYC. [loka ThbI Urpaeib, TBOH KOMIIBIOTEP MOTYT
3apa3uTh.

Quwmunz unu Kpayica JIUYHblX OAHHbBIX

O0bIYHOIT Kpa:Keil JeHer U JOKYMEHTOB CEroJIHs y’Ke HUKOI0 He YIMBHIIb, HO C pA3BUTHEM UHTEPHET-
TEXHOJIOTHii 3JI0YMbIIJIEHHUKY NePeMeCTUIUCH B HHTEPHET, M MPOJ0JIAKAIOT 3aHUMATHCS " 1I00UMBbIM "'
JeJI0M.

Tak nosiBMJIach HOBasi yIpo3a: HHTePHET-MOLIEHHHYeCTBA WJIN (PMIIUHT, IVIaBHAA eJIb KOTOPOro COCTOUT B
NMOJy4YeHHU KOH(HMIeHIHMAIbHBIX JAHHBIX 0JIb30BaTe el - JJOrHHOB U napoJieil. Ha anriamiickoMm si3bike
phishing unrTaercsa kak ¢pumunr (ot fishing - priOHas JoBasA, password - IapoJib).

OcHoBHBIE cOBETHI N0 60pLOe ¢ pUIIHHIOM:

1. Cnenm 3a cBouM akkayHToM. Eciin Thl mog03peBaelib, YTO TBOSI AHKeTa ObliIa B3JIOMaHA, TO HEO0X0AUMO
3a0/I0KHPOBATH €€ 1 COOOIINTH A/IMUHUCTPATOPAM pecypca 00 3TOM KaK MOKHO CKoOpee;

2. Ucnoab3yii 6e3onacHbie BeOG-CalThl, B TOM YHCJI€, MHTEPHET-MAra3uHOB U MOUCKOBBIX CHCTEM;

3. UcnoJanb3yii cJ10kHbIe U pa3Hble napoau. Takum 00pa3om, eciiu Tedsl B3JIOMAIOT, TO 3J10YMbIILIEHHUKH
MOJIy4aT AOCTYH TOJBKO K OTHOMY TBOeMY NPO}UII0 B CETH, a He KO BCEM;

4. Eciu Te0s1 B310MAaJIH, TO HEOOX0IMMO NMpeAYNpPeaUuTh BceX CBOMX 3HAKOMBIX, KOTOpbIe 100aBJIeHbI y Te0s B
APY3bsX, 0 TOM, YTO TeOs1 B3JIOMAJIU U, BO3MOKHO, OT TBOET0 MMeHH Oy/AeT pacchlIaThCA CIIaM H CCHLIKH Ha
¢umnHroBbie calThl;

5. YeranoBu HaaexHblil napoanb (PIN) Ha MoOMIbHBIN TenedoH;
6. OTK/II04H coXpaHeHMe MapoJisi B Opay3epe;

7. He oTkpbIBaii (paiijibl M APYrue BI0KEHUS] B MACbMAX, JaKke €CJIM OHU NPHUILIA OT TBOMX Apy3ei. Jyuie
YTOYHH y HHUX, OTIIPABJISJIN JIM OHH Tede 3TH (ailibl.

Hugposaa penymayusn

HudpoBas penyranus - 3T0 HeraTHBHAsI WJIM NMO3UTUBHAA MH(popMalus B ceTH 0 Tede. Komnpomerupyromas
uHpopManys, pasMellleHHasi B MHTePHeTe, MOKeT cepbe3HbIM 00pa3oM 0TPa3uThCsl HA TBOEH pealbHO



skm3uu. "Hundgposas penyranusa' - 3To TBOH UMUK, KOTOPBIH GopMupyeTcs n3 HHpopMaluu o Tede B
HHTEpHeTe.

TBoe MecTO JKHUTECJIBCTBA, y‘leﬁbl, TBO€ (lmHchonoe MMOJIO’KCHHE, 0CO0EHHOCTH XapakTepa 1 pacCKa3bl 0
O0JIM3KHX - BCE 3TO HAKAILUIMBAETCS B CETH.

MHorue nopoCcTKH JerKOMBICJICHHO OTHOCATCS K My0ankanuu Ju4Hoil nHdopmanuu B MHTEepHeTE, HE
TMOHUMAasi BO3MOJKHBIX NocJaeAcTBHUI. ThI Jajke He cMoXkelIb J0TaJaThCs 0 TOM, 4TO doTorpadus,
pa3sMellieHHas 5 JieT Ha3a/, CTaJa NPUYUHON 0TKAa3a NPUHATH Teds Ha padoTy.

KommenTapuu, pasmenienue TBoux pororpaduii u Apyrue 1eiicTBUA MOI'YT He MCUE3HYTh [la:Kke 1ocJie TOro,
KAaK Thl UX yAaJub. Thl He 3HaCHIb, KTO COXPAHMJ 3TY HH(pOpMAaNHIO, I0NIaJ1a JIH OHA B IIOUCKOBBIE
CHCTEeMBI H COXPAHWJIACH JIM OHA, a [JIABHOE: YTO MOAYMAIOT 0 Tede OKPYKAIoLHe JIIOH, KOTOPbIe HAMAYT U
yBuAAT 3T0. HaliTn nHopManuio MHOTO J1eT CIyCTsl CMOKeT JII000ii - Kak U3 100PBIX MO0YXKICHHIL, TAK U €
HaMepeHHeM NPHYUHHATH Bped. JTO MOXkKeT ObITh KTO YIO/IHO.

OcHoOBHBIE COBETHI 0 3a1UTe NN (POBOI penyTaluu:
1. Ioaymaii, mpexxkae 4eM 4TO-TO MyOJMKOBATH M NlepeaBaTh y ce0sl B 6J10re MJIM B COLMAJIBbHOI ceTH;

2. B HacTpoiikax npo¢uiisi yCTAHOBU OrPAaHUYEHHUsI HA IPOCMOTP TBOEro NPpouIIsi U ero coAep;KUMOro,

AL

c/esail ero ToJabKO "1is apyseit'';
3. He pasmemaii u He yka3piBaii HHpOpMAaLHIO, KOTOPAsi MOMKET KOr0-I1u00 0CKOPOIATH WIH O0UKATD.
Aemopckoe npago

CoBpeMeHHbIe INKOJIbHUKH - AaKTUBHBIE N0/1b30BaTe/IH HH(PPOBOro npocrpancrea. OAHAKO Aaj1eKo He Bce
3HAKOT, YTO NMO0JIb30BAHHE MHOTMMH BO3MOKHOCTSIMH IIU(poBoro mupa Tpedyer cod/10AeHNs NPaB HA
HHTEIEKTYAJIBHYI0 COOCTBEHHOCTD.

TepMuH "MHTE/UIEKTYaJIbHAsl COOCTBEHHOCTH'' OTHOCHTCS K Pa3JMYHbLIM TBOPEHUSIM YeJ10Be4eCKOro yma,
HAYUHAS C HOBBIX M300peTeHUIl U 3HAKOB, 0003HAYAIOIIMX COOCTBEHHOCTh HA MPOAYKTHI U YCJIYTH, H
3aKaHYMBAas KHUTaMu, (poTorpadusiMu, KHHOPUIBMAMH M MYy3bIKAIbHBIMHU NMPON3BeICHUSIMH.

ABTOpCKHE MPaBa - 3TO MPaBa HA HHTE/UIEKTYAJIbHYI0 COOCTBEHHOCTh HA NPON3BeJeHNsI HAYKH, TUTePATYPhI
M UCKYCCTBAa. ABTOPCKHE MPaBa BHICTYNAIOT B KaUecTBe rapaHTHH TOT0, YTO
HHTEJUIEKTYAJIbHBIH/TBOPUYECKHii TPy aBTOPa He Oy/IeT HANPACHBIM, 1aCT eMY CHIpaBe/JIMBbIe BO3MOKHOCTH
3apafoTaTh Ha pe3yJbTaTaxX CBOEro TPy/Ja, NOJY4YUTh H3BECTHOCTH M npu3Hanue. Hukro 6e3 pa3pemenus
aBTOPa He MOKET BOCIIPOU3BOIUTH €ro Npou3Be/ieHHe, PACIPOCTPAHSITh, NyOJNYHO IEMOHCTPHPOBAT,
NpoAaBaTh, HMIOPTHPOBATh, MyCKATh B MPOKAT, My0JIMYHO UCIOJIHSTD, NOKA3bIBATH/HCIOJHIATH B dpupe
Wiu pa3memath B UHTEpHETE.

Hcnoab3oBaHue '"'mupaTckoro' mporpaMMHOro oéecreveHusi MOKeT MPUBECTH K MHOTMM PUCKAM: OT NOTEpPH
JAHHBIX K TBOUM aAKKAYHTaM 10 0JJOKHPOBKH TBOEIro YCTPOiiCcTBA, I/le YCTAHOBJIEHA HeJlerajJbHasi
nporpamma. He cTouT Tak:ke 3a0bIBaTh, YTO CyUIECTBYIOT JierajibHbIe U 0eCIIaTHbIE MPOrPaMMBbl, KOTOpPbIe
MOKHO HAWTH B CeTH.

O nopmane

CeTeBHYOK.P( - TBOM IIABHBIN COBETYHMK B CEeTH. 3eCh Thl MOKelIb Y3HATDH 0 0€30IIaCHOCTH B CETH
MOHATHBIM U A0CTYIMHBIM A3bIKOM, a MPH BO3HMKHOBEHHN KPUTHYECKOI CUTyalluu 00paTUThHCS 32 COBETOM.
A TakiKe NIPUHATH YYacTHe B KOHKYPCAX M CTAaTh caMbIM HH(POBBIM rpaskIaHUHOM !



